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While trying to figure out the architecture and design of WhatsApp some
weeks back, I stormed into this article by cometchat which gives a good
enough overview of how WhatsApp works. Note that in the conclusion part
of the article, it was clearly stated that the exact specifications of WhatsApp’s
architecture and design were unknown by the writer so the article is based
on the writer’s research and ideas of what WhatsApp might be doing and not

from any supposed WhatsApp ex-employee.

While we don’t know the exact specifications of WhatsApp’s technical architecture
and system design, we can get a good idea based on the technologies that

WhatsApp employs

With that in mind, it is important to note that this article is based on the

same.

Storage

As you probably noticed, unlike other messaging services like Telegram,
WhatsApp stores messages offline — meaning they only save your messages
temporarily on their servers at least until all recipients get the message after
which they can safely delete the messages. This is the reason for the daily 2
am backups by the WhatsApp application. The backups are saved to the
device’s storage so the user has a local copy of their chats. The backup can be
further enhanced by integrating it with cloud services like Google Drive,
allowing it to upload the backup online. This makes it easier to restore your

chats during a new WhatsApp setup, and you likely lose fewer messages.

Considering the above, the question that would pop up usually would be —
how does WhatsApp save these messages within itself? well, going through
the aforementioned cometchat article, the answer is SQLite database. SQLite
is a lightweight database designed to be embedded into applications. So it is
no surprise that WhatsApp bundles this together with their native
applications like i0S, Android and desktop applications. Well, there is a

catch here, which is perhaps how the thought of writing this article was


https://www.cometchat.com/blog/whatsapps-architecture-and-system-design
https://www.cometchat.com/
https://en.wikipedia.org/wiki/SQLite

birthed. WhatsApp also runs on web browsers via https:/webwhatsapp.com.
Given that it is nearly impossible to bundle software like SQLite into a web
browser frontend, it raises the question of how messages are stored there, let

alone encrypted.

I decided to conduct this investigation myself, as I could not find any
satisfactory article or documentation addressing my burning question. Let’s

examine some available client-side storage mechanisms in web browsers:

Local Storage

Session Storage

Indexed DB

Cookies

Shared Storage

While I am not entirely familiar with session and shared storage, there was a
higher probability that my answer was between local storage and indexed
DB. Since I wasn't very familiar with IndexedDB and had more experience
with local storage, I decided to check local storage first, followed by
IndexedDB. Another good thing that got me hyped up about this was that I
was hoping to see how WhatsApp structured their data.. hopefully. This
would not have been feasible on a native application, so, yeah, the web

browser to the rescue.

First, I had to link WhatsApp Web to my device to get it up and running and
also allow it some time to synchronize with my device, hoping to get more
up-to-date data to inspect. Inspecting the local storage in the developer tools
showed nothing useful — just some basic individual data, which makes sense
since local storage is just a key-value storage mechanism and wouldn’t be
used to store large amounts of data. Next, I checked the IndexedDB, which,

upon expanding, contained a good number of databases with sufficient data


https://web.whatsapp.com/
https://developer.mozilla.org/en-US/docs/Web/API/Window/localStorage
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https://developer.mozilla.org/en-US/docs/Web/API/Shared_Storage_API

that answered the question. So, the answer to our question: yeah,
IndexedDB.

Encryption

But I didn't stop there; I wanted to see if I could figure out how WhatsApp
implements its end-to-end (E2E) encryption. End-to-end encryption means
that, from the sender to the recipient, no one else should be able to read the
messages, as they are encrypted. This implies that encryption and
decryption occur entirely on the front end. So, how does WhatsApp achieve

this on its web browser interface?
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WhatsApp uses an encryption service known as Signal Protocol for its E2E
encryption. I used the typescript implementation of the Signal Protocol —
libsignal-protocol-typescript and its demo to learn how it works on the front

end.

Initializing

During initialization, Signal first creates an identity for the user, including a
registration ID that it stores. On the WhatsApp web indexed DB, most signal-
related data as far as I can tell are kept in the signal-storage database. The
registration key can be found in signal-storage.signal-meta-
store.signal_reg_id and is a four-digit figure in my case. Next, an identity
key pair is generated. The pair includes a private and public key which are

used to generate a signed pre-key that looks something as shown below:


https://en.wikipedia.org/wiki/End-to-end_encryption
https://github.com/signalapp/libsignal
https://github.com/privacyresearchgroup/libsignal-protocol-typescript
https://github.com/privacyresearchgroup/libsignal-typescript-demo

"keyId": 477,
"keyPair": {
"pubKey": {...},
"privKey": {...}
i

"signature": {...}

A pre-key or pre-shared key (PSK) according to Wikipedia;

In cryptography, a pre-shared key (PSK) is a shared secret which was previously
shared between the two parties using some secure channel before it needs to be

used.

Inspecting the WhatsApp web's signal-storage.signed-prekey-store reveals
similar data as shown above which can be safely assumed to be the user’s
pre-key. Pre-keys for your contacts can be found in signal-storage.prekey-
store which I think are just imported from your main device. A public
signed pre-key is also generated from the public key and signed with the
private key. A user’s public key bundle is sent to WhatsApp servers where it is
saved so that other users can have access to it while your private key stays
safe on your device and is never shared with anyone or device. The public

key bundle consists of the following;

o Identity key: the long-term public key used for identifying a user.

e One-time pre-key: a temporary public key used when creating chat
sessions. The key can only be used once. This enhances security by
ensuring that each session is unique, thereby enabling forward and
backward secrecy — meaning past or future messages remain secure

even in the event of a compromise.

o Signed pre-key: the public signed pre-key which was signed using the

user’s private key.

e Registration ID: the ID generated during the user’s registration.


https://en.wikipedia.org/wiki/Pre-shared_key

Creating the session

To start messaging, a session would have to be started with the recipient.
This is done by creating a signal session using the sender and recipient’s key
bundles. The recipient’s key bundle is fetched using their Signal Protocol
address which in WhatsApp's case, as seen in signal-storage.session-store 1S
usually the user’s phone number. The recipient’s key bundle is fetched and
then processed by the signal session to create a chat session. The session
fails to create if the fetched recipient’s identity key differs from a previously
seen key for their address. Instances where an identity key mismatch might

occur include:

Re-installation of the WhatsApp application

Linking or unlinking of a device

Change of phone number

Fresh registration

It is safe to assume that a change in identity key serves as WhatsApp’s cue to

notify the sender of a change in the recipient’s security code. The security
y g p y

code is a feature in WhatsApp that helps users verify the authenticity of the
received public keys. It is a 60-digit number found in the user’s contact

information under the encryption section.

Both users involved in a session validate each other’s signed pre-keys using
their respective identity keys. This helps prevent impersonation. A key
exchange occurs at this point, allowing both users to authenticate each other

while messaging.

Sending a message

With the session ready, the only thing left to do is to send encrypted
messages by creating a cipher using the sender’s key bundle and the

recipient’s address. A cipher is an algorithm or a series of steps used to


https://faq.whatsapp.com/1524220618005378
https://faq.whatsapp.com/1524220618005378
https://en.wikipedia.org/wiki/Cipher

encrypt or decrypt data. This cipher encrypts any outgoing message from

the sender to the recipient.

Receiving and decrypting the message

To decrypt the encrypted message at the other end, the recipient’s key
bundle is fetched and used along with the sender’s key bundle, which is
retrieved using their address, to generate a shared cipher key. This cipher
key is used to decrypt the encrypted message, which is then displayed to the

recipient in plain text. With this, the cycle is complete.

Conclusion

We discussed the storage mechanisms used by WhatsApp in its native

applications and web version. Additionally, we explored how WhatsApp’s
end-to-end encryption works, from initialization to decrypting a received
message, using the web version’s storage as a visual aid to understand the

structure of some of the stored keys.

It is important to recall the first paragraph and note that the entire effort put
into this article is purely investigative and research-based, and some parts of
it may be inaccurate or missing vital information. With that said, any

additions or corrections are welcome and can be shared here as comments.
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What are your thoughts?
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I had no idea that WhatsApp utilizes indexedDB for data storage.
It's great to understand how this works.

One thing | was confused about before was the difference between a signed pre-key and a signature. | found

that the former is used to establish a... more
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